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Safety and optimality are crucial requirements in every industrial process. The suc-
cess of any fault diagnosis technique depends critically on the sensors measuring the
important process variables. Choosing an appropriate sensor network is a combinato-
rially difficult problem, especially when the number of potential measurements is large.
There has been considerable amount of work that has been done on developing algo-
rithms for sensor network design for fault diagnosis based on quantitative and qualita-
tive models. Various objectives, such as cost, reliability and fault resolution have been
used in the sensor network design. While these design algorithms can provide the best
design locations for a given cost, the value of the sensor network for fault diagnosis or
benefit accrued is usually not quantified in a manner that is transparent to the user.
This is an important aspect that needs to be addressed if these algorithms have to be
assimilated into industrial practice. An approach for characterizing the value of a sen-
sor network from a fault diagnosis perspective is proposed. This notion of value can
be used directly in sensor network design algorithms. The proposed concepts are
explained through a simple example and numerical simulations of a CSTR. © 2007
American Institute of Chemical Engineers AIChE J, 53: 902-917, 2007
Keywords: fault diagnosis, sensor networks

Introduction

Fault detection and isolation (FDI) or fault diagnosis is the
task of identifying the causal origins of a fault or malfunc-
tion in the process, given current and past data available
through sensor measurements and a priori knowledge. The
problem of identifying faults using a given set of sensor
measurements has been extensively discussed in the litera-
ture. Much less attention, however, has been paid to the
problem of locating sensors that provide maximum informa-
tion for effective fault diagnosis. Some work has started to
appear in the literature to solve this problem.'™ The success
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of a fault diagnosis strategy thus depends critically on the
choice of sensors and sensor network design becomes an im-
portant task.

The hitherto proposed approaches for solving the sensor
network design problem from fault diagnosis perspectives
require the engineer to specify the level of resolvability of
the faults that is required of the network. Here, it is implic-
itly assumed that safety concerns have been addressed and
fault diagnosis strategies are primarily geared towards
addressing operational issues. While partial resolvability is
all that might be required for a given situation, it is difficult
to justify such a choice. Hence, the default approach has
been to look for maximum resolvability that is inherently
possible for the system that is being studied. This is one
shortcoming in the existing design approaches from the view-
point of fault diagnosis.
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Researchers have worked in the area of sensor network
design that are optimal with respect to various objectives. In
addition to fault diagnosis, the sensed data can be used for
(1) optimizing process operation for maximizing productivity,
and (2) process control. Techniques for sensor selection
based largely on state estimation and material accounting
have been reviewed.® Reviews of the hardware selection lit-
erature for control systems have also been published.”* How-
ever, there is only one sensor network that has to cater to all
the process objectives, and, hence, sensor network design
involves multiple objectives, designers and decision makers.
Hence, development of an integrated sensor network design
algorithm that addresses all these objectives simultaneously
is an important activity. The current sensor network design
algorithms for each individual objective are based on per-
formance indices that are inherently incommensurate. One
method of solving multiobjective optimization problems is
the development of a utility function. Recently, some re-
searchers have proposed to quantify the value of the sensor
network from each of the perspectives, which can be used to
develop a suitable utility function.® They have made progress
in quantifying the value of sensor networks from the preci-
sion and accuracy perspectives. Simultaneously, value formu-
lations need to be developed for the other perspectives also.
There has been no work on value formulation from fault di-
agnosis viewpoint in the literature. This is a second gap in
the area of sensor network design for fault diagnosis. While
the final goal of this exercise in quantification is an inte-
grated sensor network design, the focus of this contribution
is sensor networks for fault diagnosis.

This article is geared towards addressing these problems.
What is also lacking is a conceptually and theoretically
sound framework for answering the questions posed above.
This is the third major contribution in this work. Rational
suggestions based on engineering judgement for the choice
of various quantities that are required for the value calcula-
tion are provided. It is shown that these choices are theoreti-
cally and conceptually consistent with the proposed model-
ling approach. Hence, the proposed framework allows the
necessary calculations to be performed with available data
and methods. This is the fourth significant contribution.

Organization

Faults in a process can be classified as structural, paramet-
ric or sensor faults.'® This article addresses the question of
quantifying the value of a sensor network when parametric
faults are assumed to occur. A further assumption is that
only single faults can occur at a time. This assumption has a
powerful intuitive appeal and will be justified with sound
arguments. This only simplifies the succeeding analysis and
does not limit the applicability of the proposed approach.
The theoretical and conceptual tools that will be needed in
this work are described in the Preliminaries section. The con-
cept of using the expected operating profit for the value, and
a valid approximation to determine the same is motivated
subsequently. A two-step procedure for determining the value
of a given sensor network from a fault diagnosis perspective
is described. In the first step, the set of resolvable faults for
the given sensor network is determined using the diagnostic
strategy of choice. Subsequently, the value of the sensor net-
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work is determined by quantifying the value in terms of the
expected instantaneous operating profit. These concepts are
illustrated using a simple example, and more relevant and
illuminating simulations of a CSTR.

Preliminaries

A concise statement of the problem that is being solved is
the following: Given a process model and a definition of all
the parametric faults that can occur, what is the value of any
potential set of sensor measurements (the network)? The pro-
posed solution strategy breaks down the question into two
parts. The first part involves determining the diagnostic prop-
erties of the sensor network, and the second part involves the
actual computation of the value of the sensor network. The
tools and methods needed for the same will be developed in
this section.

System specifications

In the following treatment, we assume a system S in which
all processes occur in discrete time: t = 1,2, ..., t € N. The
system is characterized by its state, s(¢) (some of which may
be measurable), measured inputs and outputs (which will be
lumped together as a single variable y), and other unmeas-
ured disturbances d. “Faults” are assumed to affect the sys-
tem at these discrete times. The term fault shall be used in a
generic manner to include traditionally defined faults, abnor-
mal events, upsets, disturbances (which may be measured or
unmeasured, and will be considered abnormal if they exceed
the normal range), which are relevant from the point of diag-
nosis, that is, those abnormal events that need to be detected
and isolated. Faults that can be parameterized by measurable
quantities or those that can be suitably quantified or inferred
will be considered as parametric faults. Examples of para-
metric faults include changes in flow rate, pressure, tempera-
ture, concentration, and so on. Faults such as heat exchanger
fouling or catalyst deactivation can be quantified by change
in overall heat-transfer coefficient and catalyst activity,
respectively. Other kinds of faults, such as sensor faults or
structural faults can also be considered. However, the analy-
sis in this paper is restricted to parametric faults. A fault f; is
parameterized by the quantity x; and is considered to occur,
if x; € X4 and f; is assumed not to occur if x; € X,,;, where X,,;
and Xj are expected normal and abnormal operating regions
which can be suitably described. In addition, we assume that
it is possible to specify an operating profit function c(s, y, d,
X, 7) that is a time varying function of the states s, inputs and
outputs y, fault quantities x = [xy, ..., x,]’, and the various
costs involved. We neglect the effect of unmodelled distur-
bances in this study. We assume that the states s(f), the vec-
tor of fault parameters x = [x;,xp, ..., x,]" and operating
profit c(f) (where the dependency of the instantaneous profit
¢ with respect to the s, y, x has been dropped for brevity)
can be modelled as stochastic processes.

Fault occurrence modes

It is common practice in the fault diagnosis literature to
define the modes of occurrence of the faults a priori. In this
analysis, it will be assumed that only one fault can occur at
a time. This is not a restrictive assumption and is fairly com-
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mon in literature. Intuitively, it can be argued that the proba-
bility of occurrence of simultaneous multiple faults is rather
low. The succeeding analysis requires that the probability of
two or more faults occurring simultaneously be strictly zero.
This assumption, while aiding the analysis, is also motivated
by the observation that in reality, multiple fault occurrences
are rarer than single fault occurrences. For instance, consider
three faults fi, f>, f3 each occurring independently with prob-
abilities p;, p,, p3. Since the numbers p; are probabilities of
fault occurring, it is reasonable to assume that p; < 1. The
probability of a single fault occurring is p;(1 — p)(1 — p3)
+ p2(1 — p)( = p3) + ps(1 — p)(1 — p,), while that of
two faults occurring is pip>(1 — p3) + popr(1 — p3) +
papi(1 — po). Since p; < 1 and 1 — p; ~ 1, each term in
the second expression is much smaller than the correspond-
ing term in the first expression and so, the overall probability
of two faults occurring is much lower than that of single
faults occurring. This analysis can be extended to situations
involving more than 3 faults with similar results.

Fault observability

The manner in which fault observability is defined is con-
sistent with that of Raghuraj et al.,' but different from the
traditional definitions of state observability. Intuitively, fault
observability is related to the ability of the sensor network,
and the diagnosis strategy to detect faults. A rigorous defini-
tion of fault observability is given in the following.

Definition 1. Fault observability: Given a set of faults
F = {fi.fo, ..., f,) define a fault indicator vector f' =
[fl, ..., f1 where the jth component of f' is 1 if the jth fault
has occurred and conversely, it is O if it has not occurred.
Given a sensor network, S = {S,,5,, ..., S,,}, the corre-
sponding measurements y = [yg1,Vs2, - - - » Ysml» and a fault
diagnosis strategy, define a residual vector, r = [ry, ..., 1yl
(the output of the diagnosis strategy). A fault f; is obser-
vable if

ﬁi#0:>r7é0

Fault resolvability

While the earlier property of fault observability is useful
for fault detection, complete fault diagnosis requires being
able to isolate the root cause of the fault. The property of
resolvability as defined below follows that of Raghuraj
et al.,' and will be useful in deciding the isolability proper-
ties of the sensor network. Intuitively, two observable faults
fi and f; can be resolved if they produce “different” symp-
toms, the difference being appropriately defined. Conversely,
the two faults are said to be unresolvable if they produce
“identical” symptoms. It is sometimes more convenient to
work with unresolvability rather than resolvability. Formally,
in a single fault scenario, one can view the property of unre-
solvability as a relation or subset of F x F, where F =
{fl’ e ’fn}-

Definition 2. Single fault unresolvability: Given two dis-
tinct observable faults, f; and f}, in a single fault scenario,
that is, f Af =0, f V f =1, f; and f; are unresolvable if,
it can be determined that r; VV r; = 1, but neither r; nor r; can
be determined. When f; and f; are unresolvable, denote f; UR

904 DOI 10.1002/aic

Published on behalf of the AIChE

f; to mean (f;, f;)) € UR, where, UR C F x F. In addition,
define f; UR f;, Vi. Conversely, f; and f; are resolvable if f;
and f; are not unresolvable.

Obviously, determining whether f; and f; can be resolved
from each other depends on the chosen sensor network and
the diagnostic technique used. The fault modeling and diag-
nostic technique of choice is used to determine which faults
can be resolved from each other. Formally, given a set of
sensors S = {51,855, ..., S,,}, and a set of observable faults
F = {fi, f», ..., fu}, it is necessary to determine F,,; =
{Fy, Fa, ..., Fy}, where each F; is in general a set of faults
{fi» .-, fi,}, and a subset of F. If any F; is a singleton set,
that is F; = {f,.}, the implication is that the fault f,. is com-
pletely resolvable from all other faults. On the other hand, if
F; is not singleton, for example, F; = {f;, fi,, ..., fi,}, the
implication is that, if any fault in F; has occurred, based on
the observed symptoms, it cannot be decided which of the
faults f;, fi,, ..., f; have occurred. For example, if F,,; =
{{f1, f3}, {f=}}, the implication is that f; is resolvable from f;
and f;. However, f; and f3 are not resolvable from each
other.

If for example, F,,.; = {{f1, f5, f4}, {f2}} the unresolvabil-
ity relation is transitive, that is, f; and f3 are not resolvable
from each other, f3 and f; are unresolvable from each other
and so are f; and f;. However, this is not always true. For
example, it is very well possible that F,..; = {{f1, fz}, {f>
f3}}. It is clear that f is not resolvable from f3, f> is not
resolvable from f;, but f5 is clearly resolvable from f;. For-
mally, the following interesting property of the unresolvabil-
ity relation can be proved.

Claim 1. The unobservability relation UR as defined in
Definition 2 is either a tolerance or equivalence relation.

Proof. Refer to Appendix A for defintions of tolerance and
equivalence relation and proof.

The reason for distinguishing between the two cases arises
because a simpler algorithm, Algorithm URE (Appendix B)
can be used to determine the set of resolvable faults when
UR is an equivalence relation. When UR fails to be an equiv-
alence relation, and in the light of the earlier claim is a toler-
ance relation, Algorithms URT and MAXIMAL (Appendix
B) are used to determine the set of resolvable faults.

Expected operating profit as value

As mentioned earlier in the introduction, previously
published strategies for optimal sensor placement have
been guided towards determining the sensor network that
is maximally informative from a fault diagnosis sense. The
measure of optimality is defined in terms of a metric pro-
posed by the respective author(s). The disadvantage of
these strategies is that metrics proposed by different
authors could be incommensurate and at times obscure to
the plant designer and operator. In the context of fault di-
agnosis, it is not trivial to define a metric that enables a
fair comparison of sensor networks. For example, consider
an example where sensor networks consisting of some or
all of sensors A, B, C, D are used to detect and isolate
three faults fi, f>, f5. Some of these sensor networks and
their corresponding fault diagnostic properties are tabu-
lated in Table 1. It is clear that it is not possible to com-
pare the first four sensor networks Si, ..., S4, since the

April 2007 Vol. 53, No. 4 AIChE Journal



Table 1. Sensors and Fault Resolvability

Label Sensor Network Fault res. Property
M A /3 unobservable
S> c {fi. o1 o}
S3 B {fit, {2 f3}
S4 A, D {1, 2}, {3}
s C.D NN

fault observability and resolvability properties are incom-
mensurate. It might be tempting to prefer Ss consisting of
C, D as all three faults are observable and resolvable from
each other. However, at this stage, no further information
about the process operation or economics have been taken
into consideration, and it is difficult to justify such a choice.
Hence, we eschew this paradigm and instead attempt to
quantify the value of the sensor network in terms of the
operating profit generated by the process. The reasons are
summarized in the following:

(1) A monetized benefit like the operating profit is obvi-
ously transparent and easily accessible to all involved in the
planning, design and operation of complex processes.

(2) Different sensor networks and the corresponding diag-
nostic strategies on which they were based are immediately
comparable.

(3) Describing the value in terms of an economic metric
immediately solves the problem of determining appropriate
utility functions when solving real-world optimization prob-
lems like sensor design which involve multiple objectives
and decision makers.

(4) In this analysis, the only factors affecting the pro-
cess and contributing to a potential change in operating
profit are the faults affecting the system and the corre-
sponding diagnostic and corrective strategies employed.
Thus, different sensor networks that vary in the diagnostic
ability will limit the response of the plant operator to the
affecting faults and therefore result in different economic
returns. Hence, the benefit of fault diagnosis gets captured
in this manner of characterization of the sensor network
value.

Consider n parametric faults, fi, f5, ..., f,, each of which
is parameterized by variables x|, x,, ..., x,. The vector of
fault parameters, X = [xy, ..., X,] is a stochastic process
and will be assumed to admit probability density function
p(x1, X2, ..., x,t). The functional forms of these distribution
functions can be arbitrary and general. In addition to the
probability distribution functions, the nominal operating data
and relevant costs are specified. The plant can operate under
a wide range of operating conditions. Correspondingly, the
operating profit is a function of the fault variables x;, other
quantities including the states, inputs and outputs and the rel-
evant costs.

Consider the nominal operating point and let us assume
the profit function for operating the system, based on the
available costs, at this nominal operating point to be ¢* = ¢*
(s*, y*, x*, 1), where the superscript indicates the nominal
values of the respective quantities. The instantaneous profit
function ¢(#) corresponding to any other point of operation is
a function of the quantities at the respective operating points,
c =c(s, Y, X, ). It must be pointed out that c(¢) is the instan-
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taneous operating profit before any diagnosis or correction
strategy is employed. In the subsequent notation, the depend-
ence of the profit on other quantities will be suppressed for
brevity.

The aforementioned instantaneous operating profit is the
“free running” instantaneous operating profit that is invariant
of plant operation. The actual instantaneous operating profit
is a function of the operating strategies, plant design enve-
lopes, ability of the user/designer to ascribe appropriate costs,
respective fault probabilities, control strategies and fault cor-
rection strategy. In real industrial situations, the loss of profit
will depend on the operating procedures that are followed
when complete or partial diagnosis is available. The operat-
ing profit after diagnosis and correction, c(f), is also a sto-
chastic quantity that depends on the underlying profit func-
tion ¢(#), and its distribution function p(x, t), and the diagno-
sis and correction strategies. In any realistic operation, over a
reasonable period of time, it can be assumed that the net
effect of faults is to decrease the profit over time. Formally,
we assume that

Elc(t+ D]e(d), c(t—1),...,c(1)] < () )

where E[.] is the expectation operator.

Remark 1. Physically, Eq. 1 implies that given the current
(and past) operating profit, the future operating profit cannot
increase (in an expected sense). This is in line with the ex-
pectation that with the passage of time, and the action of
faults, performance is bound to degrade. Also, any substan-
tial improvements in process operation, and the subsequent
increase in operating profit are usually the result of major
maintenance, overhauls or substantial changes in process
operation, and so on. The time interval between such drastic
changes is usually much larger as compared to the sampling
time considered for modeling regular process operation.
Also, it has been reported that annual losses in the US petro-
chemical industry amount to $16 billion due to abnormal
events or faults."" Thus, there is a strong intuitive appeal for
this modeling approach.

Remark 2. 1t is possible that under the effect of certain
abnormal events f;,, the operating profit is higher than the
nominal profit, that is, c(f,) > c*. This is possible for
instance, when the coolant water temperature decreases, or
the reactant temperature in an exothermic reaction decreases
resulting in a decrease in coolant requirement. If all other
relevant quantities, for example, conversion, are unchanged,
the overall profit can actually increase. Intuitively, one would
conclude that it does not pay to diagnose such events as the
overall profit would increase, while there would be a cost to
diagnose such events (in terms of sensor costs). Likewise,
even if diagnosed, it does not pay to correct these events and
bring them to nominal operation, as the corrected profit (c*)
would only be lower than c. Hence, such events will be irrel-
evant from the perspective of sensor placement for fault di-
agnosis, and will not affect the final placement. However, the
contribution of such events to the overall profit function will
be considered to maintain consistency in deriving expectation
values of the profit function. To allow for the fact that the
profit function may not be a monotonic function of the devia-
tion quantity, events that satisfy the following condition will

DOI 10.1002/aic 905



be considered irrelevant from a fault diagnosis perspective
and do not need to be corrected

/ c(s, ¥, X)p(x, )dxy - - dx; - - - dx,

Xp EX_ﬂ,
XjEX,j j#b

> ¢ / p(x,0)dx; - -dxj---dx,.  (2)

xp€Xpy
X €Xpj b
Remark 3. It should be noted that at this stage, no further
assumptions on the probability-distribution functions or
detailed models have been made. In fact, in the absence of
any such detailed models, it may not be possible to rigor-
ously prove Eq. 1. Equation 1, is, thus, inspired by physical
intuition and observation rather than the outcome of detailed
mathematical models.
Taking further expectations in Eq. 1.

Elc(t+ 1)] < E[c(t)] < E[c(1)] 3)

In addition, in most physical processes, the process is
actually stopped for routine maintenance after a time period
T, where T is usually much larger than the sampling time
used to model the process. The process is eventually re-
started with either minor or major modifications subsequently
and the analysis can be extended to include renewal of the
process for ¢+ > T. But this is not attempted in this contribu-
tion, and, hence, we confine ourselves to the interval / < ¢
< T. Under these conditions, we define the sensor network
value V, as the expected value of the cumulative operating
profit as follows

V = EP(T))/T )

where P.(T) is the cumulative profit from ¢t = 1tot = T.
Remark 4. Expanding Eq. 4

V= 2 (EC] +ECR) + - BT )

In principle, one can calculate E[P.(T)] given the initial
state and evolution of the distribution functions or state transi-
tion probabilities. However, in practice, determining the sensor
network value according to Eq. 4 would be very difficult as it
would require the original probability-distribution functions
for all times or stochastic-differential equations to be specified.
Another method to evaluate E[c(t + 1)] would be to evaluate the
conditional expectation E[c(r + Dlc(?), ..., ¢(1)], and then
take expectations over c(f), ..., c(1). This requires that the
transition probabilities be specified. Also, the fault diagnosis
strategy has to be taken into consideration. Both of these the
earlier approaches can be cumbersome. Another option is to
calculate V using Monte-carlo methods to simulate process
operation including the fault occurrence, diagnosis and correc-
tion. Monte-carlo simulations can, however, be computation-
ally burdensome. Hence, further analysis would be greatly
simplified if an analytical approximation to V can be deter-
mined instead.

Remark 5. On the other hand, if a data based approach is
used to generate distribution functions, it would often be the
case that joint operating data is not available, especially, in
the case of a greenfield plant. However, it would usually be
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possible to determine E[m], which can be viewed as the
initial or starting condition. Thus, it would be greatly benefi-
cial if the sensor network value can be characterized in terms
of quantities involving E[c(1)] alone. This is the motivation
behind the following result.

Theorem 2. Let P(T) be the cumulative profit for 1 <t <
T. Then,

V = E[P.(T)]/T < E[e(1)] (6)

Proof. The expected value of the cumulative operating
profit, P.(T) in a single operating cycle of length T is

T
E[P.(T)] = ZE [c(0)] 7
From (3)
E[c(1)] > E[c(1)] ®)
therefore
ey < pem =, o)

Thus, an upper bound for the sensor network value V,; is
Elc(D)]

Remark 6. As a result of the preceding discussion, V,;, =
E[c(1)] is a valid upper bound for the sensor network value
V, subject to the assumptions made earlier. Hence, V,,, can
be used as an approximation for V, especially when it is not
possible to compute V exactly.

Remark 7. One of the aims of determining the sensor net-
work value is to be able to make clear and transparent deci-
sions on the choice of the sensor network. More specifically,
given sensor networks and the level of resolvability afforded
by these networks (as in Table 1), one would like to rank
these using a quantitative metric. The reasons for quantifying
the network value in terms of the expected operating profit
have been argued above. Hence, it is natural to question the
errors produced in using V,, as an approximation to V.
Although it was proved that V,, is indeed a valid upper bound
for V, the quality of approximation was not discussed. Intui-
tively, one would expect the error ranges to be dependent on
the actual process and the distribution functions. However, we
speculate with some justification that the errors induced by
the approximation would not invalidate any conclusions
drawn about the networks themselves. For example, given
two sensor networks S1 and $2, and network values V; and V,
such that V| > V,, one would prefer S1 to $2. However, if it
is not possible to calculate V| and V, exactly, but only the re-
spective upper bounds V,,; and V,, are calculated, we
believe that V,;; > V ;.. It will be shown in the numerical
examples that conclusions drawn on the basis of the upper
bounds V,,;, can also be backed by process knowledge and ob-
servation.

Determination of value of sensor network

In the previous section, an upper bound on the value was
derived in a general manner that is applicable to all fault mod-
eling and diagnosis strategies. The evaluation procedure
depends on the framework for quantification and use of the in-
formation. In this section, the application of the above meth-
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ods will be described in detail when a qualitative technique,
signed directed graph (SDG) is used to model the cause-effect
behavior of the faults. Since the objective is to quantify the
value from a fault diagnosis perspective, the diagnosis and
corrective strategy that is taken is the most important factor in
deciding the network value. The actual determination of the
value of the sensor network is a two-step process. The first
step identifies the set of resolvable faults for a given sensor
network and a particular diagnostic strategy. The value of the
sensor network is calculated in the second step.

Signed Directed Graph

The signed directed graph (SDG) is a qualitative graph
theoretic idea that can be used to model cause-effect behav-
ior and fault propagation in a typical process. An SDG model
assumes that all quantities, X;, i = 1, ..., k including meas-
ured and unmeasured, are in one of the following four states:
Normal (0), High (+1), Low (—1) and Deviated, but direc-
tion of deviation unknown (*1).

The SDG consists of a set of vertices (nodes) and signed
directed edges (branches). The nodes represent the process
variables and includes measurable and unmeasurable quanti-
ties. The direction of the branches indicates the direction of
causality, that is there is a branch from node i to node j if
the former affects the latter. Furthermore, each branch has a
sign (4) or (—) associated with it, which indicates whether
the cause and effect variables tend to change in the same (+)
or opposite directions (—). In addition, a branch with a *
sign indicates a causal effect, but with indeterminate direc-
tion of change which could be a result of ambiguity in deter-
mining the direction of deviation. This is shown in Figure 1.

Positive and negative deviations in the parameterized
quantities will be considered as separate faults. However,
some faults are unidirectional, for example, heat exchanger
fouling, which results in a decrease in the overall heat-trans-
fer coefficient or equivalently an increase in the fouling fac-
tor. Each fault is treated as a root node, that is, a node with
no incident branches. At the first level, the effect of these
faults on the other quantities is identified and a directed
edge is drawn. The effect of these quantities on other process
variables is then propagated. The SDG can be condensed
into a bipartite matrix A between the set of faults, f;, i = 1,
2,..., n on one side and process variables X, j =
1,2,..., k on the other side. The entries a;; of the matrix A
of size n X k can be interpreted as

a;; = +11if fault i affects variable j in the positive direction
= —1 if fault i affects variable j in the negative direction
= 1 if fault  affects variable j in an indeterminate direction
=0 if fault / does not affect variable j (10)

Figure 1. Signed directed graph: different possibilities.
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Table 2. Cause-Effect Relationship

Faults Effects
f {A—, B—, C+}
f {A—, B+, C—}
f {B+, C+, D+}

As an illustration, consider the example in Table 2 consisting
of three faults f, f>, f3 and four potential sensor locations A,
B, C, D.

The bipartite matrix A, therefore, is

-1 -1 1 0
A=|-1 1 -1 0 (11)
0 1 1 1

Techniques for determining the corresponding entries a;;
between a fault f;, and quantities X;, j = 1, ..., k for a typi-
cal chemical process in the presence of multiple paths, multi-
plicative arcs, feedback loops, control loops, and so on, have
been described by Bhushan and Rengaswamy.”

Fault Observability with SDG

In the example mentioned in Table 2, fault f; can be
observed by considering the effect on A or B or C. Whenever
fi1 occurs, it causes a negative deviation in A and B and a
positive deviation in C. Given this the earlier modeling
approach and, consequently, the generated bipartite matrix A,
it is sufficient to choose a set of sensors, such that, in the
equivalent bipartite representation, there is an arc from every
fault node to at least one sensor node. In the example pre-
sented in Table 2, the choice of A, D is sufficient to ensure
fault observability under a single fault assumption. However,
this choice does not give the least number of sensors that are
necessary. Determining the minimal set of sensors to ensure
observability of all faults in a single fault scenario is a com-
binatorial problem equivalent to the well-known set cover
problem.1 Thus, for the above example, a minimal choice is
C or B. Formally, given a set of faults fi, 5, ..., f, and the
bipartite matrix A between the faults, and the affected quanti-
ties X;, j = 1, ..., k and the sensor network S = {§,, ...,
S}, define the set A; as A; = {X; | a;; # 0}. A; can be inter-
preted as the set of quantities that are affected by f;. The set
of observable faults is Fp = {fi]AiNS#0,i=1,...,n}.
Thus, in the earlier example, given a network consisting of A
only, the observable faults are f|, f>. f5 is not observed since
A is not affected by f5.

Fault resolvability with SDG

The property of resolvability using SDG follows that of
Raghuraj et al.' and will be useful in deciding the isolability
properties of the sensor network. In the example described in
Table 2, both f; and f, produce identical effects on A, that is,
a negative deviation. B responds differently to the effects of
f1 and f, producing a negative and positive deviation respec-
tively. Thus, a sensor that reacts identically to two faults can-
not be used to distinguish them. Formalizing this idea
requires the use of set-theoretic symmetric difference B;; of
two sets A; and A; defined as.
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When a directed graph (equivalent to an SDG without the
signs) is used to model the cause-effect behavior, A; and A;
would represent the quantities affected by the faults f; and f;
respectively and the difference is the standard set-theoretic
difference. If SNA; # 0, and SNA; # 0, the two faults can
be observed as discussed in the previous section. If in addi-
tion SN By # (), that is, at least one sensor is chosen from

Bj;, the two faults f; and f; are resolvable in a single fault sce-
nario.” In the current context of modeling and diagnosis
using SDG, the notion of difference is the same as that con-
sidered by Bhushan and Rengaswamy.? If a signed quantity
X is present either in A; or A;, but not in both, then the corre-
sponding sensor is included in B;;. For example, if S1+ is
present in A; and S1— is present in A; (nodes S1+ and S1—
would be considered as distinct though the sensed variable is
the same), then S1 would be included in Bj;. If a sensor node
with a positive or negative (+ or —) deviation is present in
A;, and the same sensor with an indeterminate effect (%) is
present in A, then the corresponding sensor will not be
included in Bj;;. This is due to the fact that the particular sen-
sor would not help distinguish between the faults based on
an SDG analysis (because of qualitative ambiguity). Obvi-
ously, if a quantity (with the same sign) is present in both
sets, it is not included in the symmetric difference.

Determining the set of sensors for single fault resolution
is, thus, equivalent to solving an augmented set cover prob-
lem with the symmetric difference sets B;; augmented to the
original sets A;.' In the example in Table 2, a minimal set
that ensures fault observability and resolvability under a sin-
gle fault scenario is D, B.

For the earlier example in Table 2, when the chosen sensor
configuration is C, it can be verified that the previously
described notion of unresolvability is an equivalence relation.
The implementation of Algorithms URE and URT is
described in Figures 2 and 3 when the chosen sensor network
consists of C alone.

i LI 1)

1‘1 resolvable from f}_

{f M 3AF)

f, not resolvable from f,
i FIAF 10
Removing empty sets

{f F1AE)

Figure 2. Algorithm URE to determine set of resolvable
faults: illustrative example.
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'I‘ J’
f, resolvable from f, / \
f.£)  (F)

f, not resolvable from f, i l f, resolvable from f,

if .f.} {f L{f.}
Determining maximal \4 '/
elements {f,.f LI}

Figure 3. Algorithm URT to determine set of resolvable
faults: illustrative example.

In Algorithm URE, at the start, we assume that all faults are
resolvable from each other, that is, F = {{f}, {f>}, {f3}}. f1 is
compared with f>, and it can be seen that f| is resolvable from
f> as f1 and f5 affect C differently (negative and positive devia-
tions respectively). Next, f; is compared with f3, and the con-
clusion is that f; is not resolvable from f; as C reacts identi-
cally to both f; and f5 (positive deviation). Hence, f; and f3
belong to the same equivalence class and F = {{f, 2}, {f3}},
{}}. Because of the properties of the equivalence relation, f; is
also not resovlable from f3, and, hence, F,,.; = {{f1,/>2}, {/3}}
Thus, the partition of {fi, f5, f3} defined by the earlier equiva-
lence relation given the sensor network consisting of only C is
{f1, £z}, {f2}, and in the language of Definition 3, f; UR f;, i =
1,2, 3, f1 UR f5 and f5 UR f. This is interpreted as f; not being
resolvable from f3, and, thus, {f|, f3} forms an equivalence
class. f5, is, however, resolvable from both f; and f;, and so,
the sole other equivalence class is {f>}.

In the earlier algorithm, the equivalence property of the unre-
solvability property was explicitly used. In the following imple-
mentation, we do not invoke this property. Rather, Alorithms
URT and MAXIMAL (Figure 3) are used to determine F,,; for
the same example. Initially, it is assumed that all the three faults
are not resolvable from each other, that is, F,,.; = {{f1, />, f3}}
f1 is resolvable from f, as explained previously, and F,,, is
updated to {{f1,f3}, {/>,f3}}.f1 is not resolvable from f3, and no
change is made to F. Subsequently, f> is compared with f3, and
so F is updated to {{fi, f3}, {f>}, {f3}}. Since {f3} is obviously
a subset of {f}, f3}, {f3} is removed during implementation of
Algorithm MAXIMAL.

However, because of the inherent ambiguities in the SDG
representation, it may happen that for some cases and
choices of the sensor networks, unresolvability is not an
equivalence relation. Consider the following example of sen-
sor A affected by faults fi, f5, f3 as follows: fi: A+, fo: A—,
f3: A%, f1 is not resolvable from f3, f5 is not resolvable from
f>. However, f; is resolvable from f,. Hence, the unobserv-
ability relation is not transitive. Thus, the relation UR can be
described as: fi UR f3, f» UR f; apart from the trivial reflex-
ive contributions. Here, the property of unresolvability is
reflexive and symmetric (f; UR f; implies that f; UR f,), but
is clearly not transitive. Implementation of algorithms URT
and MAXIMAL will result in the expected F,.,.;, = {{f1, f3}.
{f2, f3}}. Such a relation is symmetric and reflexive, but not
transitive, and, hence, is a tolerance relation.
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Correction strategy

The actual instantaneous operating profit is a function of
the operating strategies, plant design envelopes, ability of the
user/designer to ascribe appropriate costs, respective fault
probabilities, control strategies and fault correction strategy.
In real industrial situations, the loss of profit will depend on
the operating procedures that are followed when complete or
partial diagnosis is available. Having determined the set of
resolvable faults using the earlier SDG based diagnosis ideas
and the earlier algorithm, or equivalently any other fault
modelling and diagnosis strategy, the next step is to assume
a certain fault correction strategy.

We assume that if a resolvable fault occurs, then it will be
immediately identified and corrected, and, thus, will result in
no decrease in profit (since the process will continue to operate
with properly functioning equipment). On the other hand, for a
fault that cannot be resolved, the occurrence of such a fault will
go uncorrected, and, thus, decrease profit (due to degraded per-
formance of the process). Thus, in defining an overall profit
function, we find that if the candidate sensor network is such
that the all faults can be resolved, then no loss in profit will
occur; the profit will be the nominal value. However, if for a
sensor network, some faults cannot be resolved, then the profit
function will fall from the nominal value. The set of relevant
faults are identified based on Eq. 2. Given a sensor network S
= {81, S2, ..., S}, the earlier algorithms are implemented
resulting in the set F,,;, = {Fy, F>, ..., F;}. All completely
resolvable faults are grouped together: F, = {f,;}, and all unre-
solvable faults are grouped together: F,, = {f,;}. F is, thus, the
union of all the singleton sets, and F, is thus the union of all the
unresolvable (nonsingleton) sets as determined by the algo-
rithms. We assume that a resolvable fault f,; can be detected,
identified and corrected as and when it occurs, and the plant is
brought back to the nominal mode of operation by a suitable
choice of exogenous actions. The time and cost of diagnosis
and correction will be neglected at this stage. Thus, the operat-
ing profit is restored to its nominal value of ¢*. On the other
hand, it is possible that a given sensor network S cannot resolve
between some faults. Thus, when some fault f,; € F,, occurs,
one cannot categorically identify the actual fault and so in this
case, it will be assumed that no corrective action can be taken.
Thus, the system is uncorrected and the lowered operating
profit is now a function of the unresolved fault and current,
uncorrected operating conditions, that is c(f,;) < c*.

Explicit characterization for value

The value of the sensor network is calculated as the
expected value of the operating profit. This is described in
detail in this section. For the convenience of the reader, the
assumptions made in the preceeding sections are listed below:

e Safety concerns have been addressed and fault diagnosis
strategies and computation of the network value are primarily
geared toward addressing operational issues.

o This analysis is concerned only with parametric faults.

e Only one fault can occur at a time and so the probabil-
ity of two or more faults occuring simultaneously is zero.

e [t is assumed that the operating profit (in an expected
sense) satisfies Eq. 3, that is, the expected operating profit in
the future cannot increase.
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e [f a resolvable fault occurs, then it is corrected immediately
at no cost. If the fault is unresolvable, then no action is taken.

Given a sensor network § = {S;, S,, ..., S,,}, the earlier
algorithms are implemented, resulting in the set F,,; = {Fy,
F», ..., F;}. The set of relevant faults are identified based on
Eq. 2, and are grouped together as resolvable faults: F, = {f,;}
and unresolvable faults: F,, = {f,;}. F,, is, thus, the union of all
the singleton sets, and F, is, thus, the union of all the unresolv-
able sets as determined by the previously described algorithms.
Rather than computing V exactly, it is more advantageous to
compute V,,;, for reasons discussed previously. Therefore

V=EP,]/T
< E[c(1)] from Theorem 2
=Vuw (13)

This procedure is explained in Figure 4.
The above expression can be evaluated by considering differ-
ent cases

c if no fault occurs

*

¢(fui)

c(fy) forany irrelevant event occuring

when any resolvable fault f,; occurs

(1) = (14)

when any unresolvable fault f;,; occurs

Recalling that

vu,,:E[@]:/p(xl,..,,x,,,t:1)dT)dx1,...,xn 15)

For brevity, the temporal argument of p(xy, ..., x,, ) will
be suppressed hereafter, and it will be assumed in the follow-
ing analysis that + = 1. The evaluation of V,, can be broken
down into four parts or contributions. The first is the trivial
no fault case, when the operating profit continues to be c*.

Vi=c" / p(x1y e xy)dxy <o dx; -+ - dxy (16)

X EXy
i=12,..n
sSDG
1
FAULTS A=[A1,Az,.... 4]
F={fi.fa.... Jn} B = AjUA; = A;N A
STEP 1 I—< ) SENS'.DRS ) —
5= {81, 82,...,5m}
RESOLVABLE FAULTS
Fona = {Fy, F Fi}

[ | RESOLVABLE FAULTS Operating
]’J(.P LoDy eeayd .I"||) }—~ Foog = {F1. Fa. Fy ._<___|!3ta_

FAULT PROEABILITY
DATA
SENSOR

NETWORK

Figure 4. Two-step procedure to determine sensor net-
work value.
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The second contribution arises from the resolvable faults
F,, when the operating profit is restored to c*.

V,=c" Z

ilf;€F,

pxi, X2, ... xp)dxy -+ dx; - - dx,  (17)

Xi EXﬁ
XjEXpji#

The third contribution arises from the unresolvable faults
F,, when the operating profit is not restored to c*.

V=Y

ilfiF,

c(fi)p(x1, X2, ..., x,)dxy - - - dx;j - - - dx, (18)

X €Xp

x/eX,,j#i

It is to be noted that these contributions are dependent on the
respective costs involved. In addition, the set of resolvable
and unresolvable faults, and, therefore, the earlier contribu-
tions depend on the sensor network and the fault diagnosis
strategy employed. In addition to the above cases, a fourth
case must be considered: that of events F;, which satisfy Eq.
2, and are irrelevant from a fault diagnosis perspective. Thus,
one would expect that only events that do not satisfy Eq. 2
are relevant for quantifying the value of the sensor network.

Vi= >

ilf;€F;

c(fi)p(x1, X2, ..., x,)dxy - - dxj - - dx, (19)

xi€X5
X EX i

Obviously, this contribution depends only on the respective
costs considered, and independent of the chosen sensor network
or fault diagnosis strategy, and one may choose to exclude this
from the overall analysis. However, in order to be consistent
with the definition of the value as the probabilistically calcu-
lated expected value of the operating profit, it is included in the
value calculation. The sensor network value is the expected in-
stantaneous operating profit for which an upper bound can be
evaluated as the sum of the four contributions

Vi =Vi+V, +V, +V; (20)

Remark 8. In the earlier analysis, the cost and time of cor-
rection was neglected. If there is a significant cost of correc-
tion for a resolvable fault in the evaluation of in V. described
above, c* is replaced by c¢* — c,.

-* »
V,= E (¢" =) / p(x1, X2, .., X)dxy - - dxj - - - dx,
l'IfIEF" .\‘,'EXﬁ
,\,eXW,/#:

2n

Specification of pdf

The main reason in resorting to an approximation for the
determination of the expected instantaneous operating profit,
is the difficulty in determining and specifying the appropriate
equations for evolution of the pdfs., and/or state transition
probabilities. Hence, the determination of p(x, f) for t = 1
should be tractable and preferably possible by using a data
based approach, if need be. Such a procedure is described in
this section, and will be, subsequently, employed in the nu-
merical example. As before, for brevity, the temporal argu-
ment of p(xy, ..., x,, t) will be suppressed hereafter, and it
will be assumed in the following analysis that ¢ = 1.
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In a single fault scenario, the joint probability distribution
function should be consistently chosen so that the probability
of two or more faults occurring simultaneously is zero
(which implies that the following clause is true:
(Vif?) M (i V ff))- Equivalently

j#k
Pl xa) = 00f (Viff) A (V) (22)
j#k
In addition, the joint pdf should be consistently chosen so
that it sums to 1
p(xy, .. xy)dxy - odxi - -dx, =1 (23)

X €X,iUXpi=1,...,n

There can be several different families of functions that
satisfy these constraints. In this contribution, a consistent
joint pdf shall be built starting from individual pdfs. using a
renormalization approach. Given individual pdfs. fi(x;), such
that

filxi)dx; = 1,

2 €X,i UX

i=1,2,....n (24

The joint pdf. is now specified as

p(xl>~ .. >xn) =0 if(Viﬁ) Nk (_‘fl\l \{ Jﬂ')

J#k

1 n
=— 7(x;) otherwise 25
N
i=1

where N is a normalization factor, which can be evaluated
by requiring that

n
Z / P(X1y e Xy ooy Xy )dXy - didy,
i

A,&Xf’
X EXpjJ#i
+ / p(x1,x2, .. Xp)dxy -+ dxi - -dx, = 1. (26)
X €Xpi

i=1,..n

N is, thus, evaluated using the following expression
n n n
N=Y" filr)ae; | [ f0g)dog + / [[fixax @
= A j=1 A

X EX i i=1..n

Remark 9. The renormalization method can be quite readily
applied to situations where the probability data is obtained
from historical data. For instance, historical data of the quanti-
ties x; can be available and can be converted to the correspond-
ing probability distribution function f;(x;) by several methods,
the simplest being a simple histogram. However, the data for
the quantities x; could be obtained from several disparate sour-
ces over varying periods of time, for example, from different
units in the same plant, different plants or different manufac-
turers. Hence, it would not be possible to obtain joint distribu-
tion functions. This method allows one to construct joint-distri-
bution functions from individual historical data or individual
distribution functions.

Remark 10. On certain occasions, the joint-distribution data
for the various quantities may be available. The same can be
used directly without the need for renormalization, if it is deter-
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mined that the probability of multiple fault occurrence is zero.
If the probability of multiple fault occurrence is small, the data
may be renormalized to ensure theoretical consistency. If it
happens that the probability of multiple fault occurrence is not
negligible, the analysis must be suitably modified to explicitly
handle multiple fault cases. However, because of the reasons
mentioned earlier, this is very unlikely.

Numerical Example: Results
and Discussions

The aforementioned described concepts to evaluate the
sensor network value from a fault diagnosis perspective will
be demonstrated using a simple numerical example.

The system consists of three faults f|, f5, f3 and 4 potential
sensor locations, each measuring A, B, C, D. Thus, the total
number of nontrivial sensor configurations (not including re-
dundancy) is 2* — 1 = 15. Table 2 describes the cause-effect
relationship between the faults and the sensors. The overall
profit function is described by

c=xHx+c¢* —Cs (28)

where X = [x;, xp, x3]' is a vector parameterizing the three
faults fi, f>, f5, respectively, in deviation form from nominal
operation, ¢* = 20 is the nominal operating profit at x = 0
and Cg is the cost of the sensor network, and H is the fol-
lowing negative definite matrix

—-25.0 150 =50
H= 150 —-455 =75 (29)
=50 =75 -19.0

Thus, given a sensor network with cost Cg, the optimal profit
is ¢* — Cy attained at x = (. The annualized cost of the sen-
sors in two scenarios are tabulated in Table 3.

Starting with individual functions fi(x;), the joint distribution
probability function is determined by the procedure explained
in the previous section. A truncated normal-distribution func-
tion is used to describe the individual f(x;) so as to explicitly
handle the bounds on the variables x;. The general form of a
normal pdf with prior mean p and variance o’ truncated in R =
[a1, ay] (where [ay, ao] is the support of fi(x;)) is

d(x,p,0)
(D(a27 i, 0) - (D(al s Uy O')

F(IR) = (30)

where ¢(.) is the normal pdf, and @(.) is the cumulative normal
distribution function for a random variable with mean y and

Table 4. Fault Quantification Parameters

Fault a a, LL HL Prior Mean
fi —1 1 —-0.4 0.4 0
b 0 1 0 0.4 0
5 0 1 0 0.4 0

HL
/‘f}(_X,‘)d)C,':1*[7,‘:0.67 i:1,2,...,n (3])
LL

where p; is indicative of the probability of a single fault occur-
ring. The normal operating range, the support of the distribu-
tion functions f;, and the prior means y; used to describe the
pdfs, are tabulated in Table 4.

Among the 15 possible sensor configurations, only 13 of
them are considered so that all faults are observed. Table 5
contains the list of resolvable faults for each of the 13 per-
missible configurations determined by applying the algo-
rithms described previously.

A naive expectation would be that sensor networks with the
best resolution properties, viz., S2, S4, S5, S6, S8-13 would
be the most preferred sensor network from a fault diagnosis
perspective. Indeed, such would be the conclusion that one
would draw by applying the standard optimal sensor network
designs in literature. However, such designs do not explicitly
monetize the benefits of the diagnosis. An upper bound on the
value of the sensor networks calculated as described in the
previous sections is presented in the last two columns of
Table 5 assuming sensor costs as given in Table 3.

It is observed that in Case 1, quantification of the value of
the sensor network suggests that the preferred sensor network
is S1, viz., that consisting of C alone. This, in spite of the
fact that corresponding to this choice, all faults are not
resolvable, viz., f; is not resolvable from f3. This can be
explained as follows: In order to attain complete fault resolu-
tion (as in S2, S4, S5, S6, S8—13), the benefits of fault detec-
tion, isolation and subsequent restoration of normalcy are off-
set by the additional hardware costs. However, the same can-
not be argued for S3 or S7, both of which do not provide
complete fault resolution. Indeed, the corresponding sets of
resolvable faults are {f}}{f>, f3} and {fi, 2}{f3} respectively.
However, the corresponding sensor network values are 9.05
and 3.05, respectively. This indicates that certain faults are
more “valuable” than others, viz., f> is more valuable than f;

Table 5. Sensor Networks Analysis

Value-Upper Bound

.. . . Sensor Resolvable
standard deviation g. Thus, each of the fi(x;) is parameterized Tag Network Faults Case 1 Case 2
e . . 2 .
by two qqantltles, the prior mean fi and variance ¢,”. The prior S1 P ol ) 1004 1494
mean y; is chosen to be the nominal value of the respective s2 cD i) 16 () 10 18.00
quantity x; indicated in Column 6 of Table 4. The prior variance S3 B i) o f5) 9.05 13.05
a,»z is calculated so that S4 BD il (5} 5] 10 18.00
S5 BC (UBRICYRVEY 10 18.00
S6 BCD (i} {2} {5} 5 17.00
Table 3. Sensor Costs S7 AD (fi. o) 15} 3.50 11.50
S8 AC {11t {2} {15} 10 18.00
Sensor Cost S9 ACD {fi} () {f3) 5 17.00
; S10 AB (fi} {2} {55} 10 18.00
Scenario A B c b st ABD TARIARA 5 17.00
Case 1 5 5 5 5 S12 ABC TARIANIA 5 17.00
Case 2 1 1 1 1 S13 ABCD TARIANTA 0 16.00
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Figure 5. CSTR.

or f3. Such a conclusion cannot be arrived at by analysis of
resolvability properties of sensor networks alone.

That the value analysis is dependent on properties other
than operating costs or resolvability properties is evident from
the last column of Table 5 which corresponds to Case 2. In
this particular scenario, all sensor costs are the same and sen-
sor networks S2, S4, S5, S8 and S10 are the optimal choices.
All these sensor networks have the best resolution properties,
viz., all faults are resolvable. Even though $9, S11-S13 also
provide complete fault resolution, they require more hardware
expense than the others and hence are not preferred. In the
changed scenario, it can be argued that it is truly beneficial to
detect and isolate all the faults without exception.

CSTR Example: Results and Discussions

The earlier described concepts to evaluate the sensor
network value from a fault diagnosis perspective, will be
demonstrated through numerical simulations of a CSTR,
which has been widely used as a test-bed for fault diagnosis.
A highly exothermic reaction A; — B; + C, is carried out in
a jacketed CSTR (Figure 5). The nominal and steady state
values of the quantities are presented in Table C1. Three PI
controllers are used to control the reactor pressure, reactor
liquid level and reactor temperature, respectively, by manipu-
lating the outlet gas flow rate, outlet liquid flow and cooling
water flow rate, respectively. The following disturbances:
Cai', Cai~, Ti", Ti", Fit, Fi", Tcit, Tci~ (with correspond-
ingly positive or negative deviations as indicated by the
signs), which correspond to change in inlet concentration,
inlet temperature and inlet flow rate of A, and inlet coolant
temperature, respectively, and faults: Cd~, U™, which corre-
spond to catalyst deactivation (as measured by catalyst activ-
ity) and heat exchanger fouling (reduction in overall heat-
transfer coefficient) are modeled as faults in the system. The
quantities x; used to parameterize the faults f; are physical
quantities that can assume physically meaningful values
only. The lower (a;) and upper limits (a,) for the individual
quantities, and the normal operating range [LL, HL] are tabu-
lated in Table C2.
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The joint distribution probability function is determined by
the procedure explained previously. As in the previous section,
a truncated normal-distribution function is used to describe the
individual f;(x;), so as to explicitly handle the bounds on the
variables x;. The prior mean g, is chosen to be the nominal
value of the respective quantity x; indicated in Column 2 of
Table C2. The prior variance o;” is calculated so that

HL
/f,»(x,-)dx,-zl—pizoﬁ, i=1,2,....n (32
LL

where p; is indicative of the probability of a single fault occur-
ring.

The model equations are presented in Appendix C. As
described previously, only events that do not satisfy Eq. 2
are relevant from a fault diagnosis perspective. If a resolv-
able faults occurs, it can be detected and identified and cor-
rected instantaneously. Conversely, when a fault that cannot
be identified unambiguously (unresolvable faults as per cur-
rent terminology) occurs, no corrective action is taken. The
sets of quantities (A sets) affected by each event are identi-
fied based on the SDG model,> and presented in Table 6.
Control-loop sensors measuring the pressure, reactant volume
and temperature are assumed to be present by default. Hence,
the contribution of these sensors can be excluded from the
analysis. Sensors can be placed at some or all of the follow-

Table 6. A Sets based on SDG

Sr. No. Tag Event Set A

1 F1 Cai" Ca*, Fc*, Tc™, Fvg™, Cait

2 F2 Cai™ Ca~, Fc™, Tc*, Fvg™, Cai~

3 F3 Tit Fct, Te, Ti*

4 F4 Ti~ Fc™, Tc™, Ti~

5 F5 Fi* Ca™, F', Fc*, Tc*, Fvg", Fit
6 F6 Fi~ Ca, F~, Fc™, Tc™, Fvg™, Fi~
7 F7 Teit Fc™, Tcit

8 F8 Tci™ Fc™, Tci™

9 F9 Cd~ Cat, Fc™, Tc*, Fvg™
10 F10 u- Fc *, Tc™
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Table 7. Cost Data

Cost, $/ft> Sensor Costs, $/yr
Case Revenue R, $/hr Coolant Vapor Temp Conc Press
1 R = 0375Ps if P < 10.61 mol/hr 0.015 0.00225 1000 1000 1000
—0.2433Pg + 6.56 if P, > 10.61 mol/hr
2 R = 0375Ps if P, < 10.61 mol/hr 0.015 0.00225 1000 2333 1000
—0.2433Pg + 6.56 if P, > 10.61 mol/hr
3 R — if P < 10.61 mol/hr 0.015 0.00225 100 100 100

0.1Pp
—0.147Pg +2.63  if P, > 10.61 mol/hr

ing 9 locations [Ca, F, Fc, Tc, Fvg, Cai, Fi, Tci, Ti], thus,
resulting in 511 distinct sensor networks.

Cost data for various scenarios are presented in Table 7,
where sensor costs are annualized, and Pjp is production rate of
product B in Ib.mol/hr. Cases 1 and 2 refer to two scenarios
which are identical except for sensor costs. Case 3 refers to a
scenario when the product B is less valuable as compared to
Cases 1 and 2, and corresponding sensor costs are also lower.
Different scenarios are considered to illustrate that the preferred
sensor network is strongly dependent on the operating scenario.

Computing the operating profits for Cases 1 and 2 reveals
that events {F4, F8}, corresponding to a decrease in inlet
temperature of feed and coolant, respectively, lead to an
increase in the operating profit, and, hence, should not play a
role in deciding placement of sensors from a fault diagnosis
perspective. This agrees with the expectation that a decrease
in either of these temperatures will result in a lowered cool-
ant demand, and if it is possible to maintain conversion at
desired levels, the overall profit should increase. The algo-
rithms described previously are used to determine the set of
resolvable and unresolvable faults which are tabulated in Ta-
ble 8. Unobservable faults are treated in the same manner as
unresolvable faults, with some abuse of notation and no fur-
ther change in analysis. Sensor network S1 comprising of
[Ca, F, Fc, Tc, Ti] (apart from other equally effective net-
works not shown here), gives the best resolution properties
as far as fault diagnosis is concerned, viz., all faults can be
resolved from each other. Sensor network S2 comprising of
[Cai], that is, inlet concentration sensor can obviously
observe and resolve only the deviations in inlet concentra-
tion. Likewise, sensor networks S3 [Fi: inlet flow rate of
reactant] and S4 [F: outlet flow rate from reactor] can
observe and resolve only deviations in inlet flow rates. A na-
ive expectation would be that since S1 gives best resolution
properties, it would be the most preferred sensor network
from a fault diagnosis perspective. Indeed, such would be the
conclusion that one would draw by applying the standard
optimal sensor network designs in literature. However, such
designs do not explicitly monetise the benefits of the diagno-

Table 8. Fault classification- Cases 1 and 2

sis. The sensor network values are calculated using the ear-
lier information, and the procedure described and tabulated
in Table 9 assuming 8,760 h of annual operation. Value is
the profit calculated as revenue (R) less transport costs of
coolant and vapor (Table 7). It turns out S2 [Cai] is the most
preferred choice, even though its resolution properties
(resolving only inlet concentration deviations) are inferior to
that of S1. Sensor networks S3 and S4 with different diagno-
sis properties are also preferred to S1. The implication is that
the benefits do not justify the extra expense incurred.

Sensor networks S2, S3 and S4 with slightly differing net
values have different resolution properties. Sensor network S2
can detect and identify changes in inlet concentration while
S3 and S4 can detect and identify changes in inlet flow rate.
The previous figures were arrived at under the assumption that
the annualized cost of all sensors is the same. However, if it is
assumed that concentration sensors are more expensive at
$2,333/yr (a more realistic scenario) as against $1,000/yr for
other sensors (Case 2), it makes economic sense to choose
sensor networks S7 or S8. This implies that in the changed
scenario, being able to detect and identify inlet flow rate devi-
ations is more attractive for process economics. The network
values are tabulated in Table 10.

A common thread in the earlier analysis is that in the com-
putation of the profit function, the contribution from sales of
product B tends to dominate over coolant and vapor transpor-
tation costs. For instance, at the nominal production level,
the contribution from sales is $34,877/yr, while those due to
coolant and vapour costs are $7,442/yr and $118/yr, respec-
tively, bringing the net profit to $27,317/yr. When the inlet
concentration changes to 0.45 and 0.55 Ib-mol/ft’, the reve-
nue due to sales changes to $31,389/yr and $32,614/yr,
respectively. The corresponding figures for coolant costs are
$6,187/yr and $8,757/yr, respectively. The vapor transporta-
tion costs change only marginally to $106/yr and $130/yr
only. Similar, if not identical figures are observed in other
events involving inlet flow rate changes. Thus, the conclusion
is that faults or deviations that result in substantial change in

Table 9. Network Value- Case 1

Net Value =
Tag Sensor Network Sets of Resolvable Faults Value, Sensor Value-Sensor
S| [Ca. F. Fe, (F1}(F2) (F3) (F4] (FS) (F6) Tag Sensor Network $/yr Costs, $/yr Costs, $/yr,
Tc, Ti] {F7}{F8}{F9}{F10} S1 [Ca, F, Fc, Tc, Ti] 27453 5000 22453
S2 [Cai] {F1}{F2}{F3,F4,F5F6,F7,F8 F9,F10} S2 [Cai] 26706 1000 25706
S3 [Fi] {F1,F2,F3,F4,F7,F8,F9,F10}{F5}{F6} S3 [Fi] 26417 1000 25417
S4 [F] {F1,F2,F3,F4,F7,F8,F9,F10}{F5}{F6} S4 [F] 26417 1000 25417
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Table 10. Network Value- Case 2

Table 12. Network value- Case 3

Net Value = Net Value =
Value, Sensor Value-Sensor Sensor Value, Sensor Value-Sensor
Tag Sensor Network $/yr Costs, $/yr Costs, $/yr, Tag Network $/yr Costs, $/yr Costs, $/yr.
S5 [Ca, F, Fc, Tc, Ti] 27453 6333 21120 S9 [Cai, Fi, Tci] 1867.4 300 1567.4
S6 [Cai] 26706 2333 24373 S10 [Fvg, Fi Tci] 1867.4 300 1567.4
S7 [Fi] 26417 1000 25417 Si1 [F, Cai, Tci] 1867.4 300 1567.4
S8 [F] 26417 1000 25417 S12 [F, Fvg, Tci] 1867.4 300 1567.4

revenue (due to sales of product B) attract a huge premium
(“valuable faults”), while other faults are relatively dis-
counted. This would explain why, in the preferred sensor net-
works, inlet concentration and flow changes which affect
production of B are detected and identified while other faults
or deviations are not detected.

The earlier analysis was repeated at substantially lower
revenues from sale of product, a scenario played out in Case
3. At nominal production levels, the revenue from product
sales drops to $9,301/yr, while other costs obviously remain
unchanged, thus, bringing down nominal profit to $1,740/yr.
In such a situation, the contributions due to sales revenue
and coolant costs are comparable, and this would make it
economically attractive to be able to detect and identify other
kinds of faults or deviations. Fault classification and sensor
network values for Case 3 are tabulated in Tables 11 and 12.
It is clear that substantially different sensor networks, with
different resolution properties are preferred. In addition,
events F2, F4, F8, F9 actually lead to an increase in operat-
ing profit and will play no role in deciding sensor placement.

The approximation discussed in the previous sections was
used to determine an upper bound for the sensor network
value. The hierarchy of sensor networks (in a decreasing
order of preference) could be justified from an analysis of
process economics also. Hence, it is unlikely that even with
an accurate computation of the network value using Monte-
carlo simulations, the conclusions would be different. This
justifies the use of the approximations.

Thus, it is clear that being able to attach an economic
value to the sensor network from a fault diagnosis perspec-
tive clearly brings out the trade-offs between instrument costs
and the utility value of diagnosis. It should be noted that the
utility of the sensor network is strongly dependent on the
operating conditions, as should be expected. This, however,
is not possible in traditional sensor network designs which
are impervious to economic factors (other than instrument
cost) and operating or control strategies. This analysis clearly
puts an economic value to diagnosing a fault, and, hence,
some faults are more “valuable” (from a diagnosis perspec-
tive) than others. Hence, designs based on economic value
would tend to pick networks that diagnose these “valuable”
faults. Also, the operating, control, diagnosis and correction
strategies will greatly affect the computation of the value,

Table 11. Fault Classification- Case 3

Sensor

Tag Network Resolvable Faults

S9  [Cai, Fi, Tci] {FL}{F2}{F3, F4, F9, F10}{F5}{F6}{F7}{F8}
S10 [Fvg, Fi Tci] {F1}{F2, FO}{F3, F4, F10}{F5}{F6}{F7}{F8}
S11 [F, Cai, Tci] {F1}{F2}{F3, F4, F9, F10}{F5}{F6}{F7}{F8}
S12 [F, Fvg, Tci] (F1}{F2, FO}{F3, F4, F10}{F5}{F6}{F7}{F8}
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and, hence, sensor network design. For instance, in this
work, it was assumed that one is able to correct a resolvable
fault with negligible extra cost and within a negligibly short
period of time, whereas in reality, this might note be possi-
ble. Alternatively, being able to detect and identify a fault
might be useful in altering operating or control strategies.
Hence, the analysis would then need to be modified. How-
ever, even in such a situation, the philosophy behind comput-
ing the sensor network value remains unchanged.

This work did not consider sensor faults or possible hardware
redundancies. Gross errors in non control loop sensors can be
included in this procedure. This methodology can also be
extended to address simultaneous multiple faults.

Conclusions

A useful two-step procedure to quantify the value of a sen-
sor network from a fault diagnosis perspective was described.
In the first step, for the given sensor network, the set of faults
that can be unambiguously resolved was determined. In the
second step, various quantitative data was used to determine
the value as a probabilistically calculated expected profit func-
tion subject to certain operation, control, diagnosis and correc-
tion strategies. Both ideas are quite general and can be applied
to various other situations. The ideas were illustrated with a
simple example and simulations on a CSTR. The trade-offs
between instrument costs and utility of diagnosis and cost-
benefit analysis were clearly evident when designing sensor
networks for fault diagnosis in the numerical example. It must
be noted that this procedure is very general and not tied to
any specific fault modelling or diagnostic approach.

Structural faults, in general, lead to shutdown, and the
value of a network that can diagnose structural faults can be
calculated by the loss incurred during downtime. The value
of detecting faults in control loop sensors can be calculated
by quantifying unnecessary control effort that leads to loss in
utility, and the loss incurred from the products being off-
spec. Biases in noncontrol variables are related to loss
incurred through loss of precision.” Gross errors in sensor
faults can lead to loss of resolution property of the corre-
sponding sensor network. The value of detecting this fault
can be quantified through the loss that one will incur due to
the loss in resolution property.

This earlier analysis used an upper bound for the value as
an initial approximation. More sophisticated tools can be
used to arrive at more accurate expressions. The analysis can
be extended to include renewals after the end of one produc-
tion cycle. Future work can include multiple fault occur-
rences, although rarer in practice.

It was pointed out in the introduction that design of an
integrated sensor network can be formulated as a multiobjec-
tive optimization problem. Solution of the same involves
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optimizing a suitably defined utility function. The value of
the sensor network as quantified by the method described in
this article can be used in conjunction with the value func-
tions from other perspectives, viz., material accounting, pro-
cess control, and so on, to build the utility function.

Notation
A = bipartite matrix between faults and process
variables
r = residual vector
F = collection of subsets of F
__y = prior mean
c(t) = instantaneous operating profit at time ¢ after
diagnosis and correction
(-) = cumulative normal-distribution function
¢(-) = normal-density function
< = parital ordering
6> = prior variance
V = or operator
A = and operator
A,B,C,D = sensors
; = set of process variables affected by fault f;
c(t) = instantaneous operating profit at time ¢ before
diagnosis and correction
c* = operating profit at nominal operation
F x F = cartesian product of F
F = setof given faults, F = {f, ..., f,}
f; = ith fault
fi(x) = individual pdf
F, = union of all singleton sets in Fenq
F, = union of all nonsingleton sets in Fenq
N = normalizing factor
p(xy, X2, ..., X,,t) = probability-density function for x = [xy, ...
X'
PAT) = cumulative profit from¢t=1tot=T
S =1{S1,S5, ...,S5,} = Sensor network consisting of sensors Sy, ...
Sm
T = time horizon
t = time index
V= sensor network value
Vi = contribution to V,, from the no-fault case
V; = contribution to V; from irrelevant events
V., = contribution to V, from resolvable faults
V., = upper bound for sensor network value
V, = contribution to V, from unresolvable faults
X; = quantity used to parametrize fault f;
X; = jth process variable
X; = abnormal operating region for fault f;
X,; = normal operating region for fault f;
= unmeasured disturbances
s = system states

= measured quantities
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Appendix A. Mathematical Preliminaries

Definition 3. Equivalence Relation: A relation R on a set X
is a subset of X x X, that is a collection of ordered pairs of
elements of X. Denoting x R y to mean (x, y) € R, we say x
is related to y. A relation R is an equivalence relation if it
satisfies the following properties:

Property 1. Reflexive: a R a, Va € X.

Property 2. Symmetric:a R b = bR a,V a, b e X.

Property 3. Transitive:aRband bR c = aR c,Va, b, ce X.

An equivalence class is a subset of the form X, = {x € X,

X R a, a € X}. Any two equivalence classes are either equal
or distinct. The collection of equivalence classes forms a par-
tition of X.
Definition 4. Tolerance Relation: A tolerance relation R on
a set X is a slightly weaker form of a relation as compared
to the equivalence relation defined earlier. A relation R is a
tolerance relation if it satisfies only Properties 1 and 2 listed
earlier, that is, it is reflexive and symmetric, but not transi-
tive.

Proof of Claim 1.

By definition, UR is reflexive. Also, it follows from the
definition that f; UR f; = f; UR f;, and, hence, UR is symmet-
ric. If UR is transitive, it satisfies all three properties listed in
Definition 3 and is an equivalence relation. However, as it
was demonstrated with examples, it cannot be guaranteed
that UR is transitive. Hence, UR is not necessarily an equiva-
lence relation. If UR is not transitive, then, it is a tolerance
relation.

Appendix: B. Algorithms for Determining Set
of Resolvable Faults

Algorithm 1. ALGORITHM URE

S:{SlaS29“-7Sm}
F={F,Fy...., F,  i={fi},i=12,...,n
fori=1:ndo

forj=1i+ 1:ndo
if (i URf) N (F: # {}) AN (F; # {}) then

F,':F,‘ UFJ
Fi=1{}
end if
end for
end for

Fena = {Fi | F; # {}}
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In the earlier notation, F and F,,, are families of sets.
For example., Fonq = {{f1, f5}, {3}, {fas f2}}. Fi can be
thought of as those faults that are unresolvable from f;. At
the start of the algorithm. F; = {f;}, that is, we assume that
there exists no fault that is unresolvable from f;. The F; are
updated as the algorithm is executed. It is determined
whether a particular pair of faults, f;, f; is resolvable, that
is, whether f; UR f;. If the fault pair is unresolvable and the
unresolvability relation is an equivalence relation, the two
sets F; and F; are combined and either of the two is
removed. In the earlier notation, F; is the set of all faults
that are unresolvable from f; and F; is the set of all faults
that are unresolvable from f;. Since UR is an equivalence
relation, it is transitive, and, hence, all faults un- resolvable
with f;, are also unresolvable with f; if f; UR f;. Hence, F;
and F; may be combined to denote the set of all faults
unresolvable from both f; and f;. Eventually, F.,, is a parti-
tion of F, that is consistent with the unobservability rela-
tion.

Algorithm 2. ALGORITHM URT

S:{Slst»“" Sm}
]::{F}aF:{fl’fL"" fn}
Jori=1:ndo
forj =i+ 1:ndo

F =A{F, ..., Fi}, k = card(F)

]:temp:{}

if 7 (f; UR f)) then

forl =1:kdo

if {fi. f;} C F, then
ftemp:ftemp U {Flfﬁ} U {Flff/}

Fr={}
end if
end for
end if
F=FUZF temp
end for
end for

Unlike in the previous algorithm, Algorithm URT is a bot-
tom-up approach, that is, at the start, we assume that all
faults are unresolvable from each other. Since UR is not an
equivalence relation, but only a tolerance relation, the prop-
erty of transitivity does not hold. Hence, every pair of faults
fi and f; has to be compared and if they are determined to be
resolvable from each other, the sets are accordingly updated
to ensure that if {f;, f;} C F,, F;is split into two sets, one
that contains f; but not f;, and the other that contains f;, but
not f;. Termination of the above algorithm yields F,,; =
{F\, F», ..., F}, whence, it may occur that F; C F; for
some i and j, j # i. Hence, Algorithm Maximal is carried
out to collapse sets which are subsets into their parent sets.
Equivalently, only the maximal elements of F,,, are of in-
terest, where the idea of maximal element follows from the
partial ordering induced by subset inclusion, that is, F; < F;
if F; C F;. For example, if Fo.q = {{f1. fs}. {3}, {fa. f2. f6 )
{f>, fo}}, the maximal elements are {fy, f>, fo}, {f3} and {fi,

s}
Algorithms URT and MAXIMAL can also be used when

UR is an equivalence relation.
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Table C1. Nominal Values and Operating Data for CSTR

Notation Variable Nominal Value
Vv Volume of liquid in reactor 48 ft?
Cy Reactant concentration in reactor  0.2345 lb.mol A/ft°
T Reactor temperature 600° R
n Number of moles in gas phase 28.3656 1b.mol C
of reactor
Ve Volume of gas phase (constant) 16 £t
F; Inlet feed flow rate 40 f*/h
Cai Inlet reactant concentration 0.50 Ib.mol A/ft}
T, Jacket temperature 590.51° R
F, Coolant flow rate 56.626 ft’/h
T; Inlet feed temp. 530° R
v Volume of jacket 3.85 ft’
ko Frequency factor 7.08 x 10'°h~!
Cy Catalyst activity 1
E Activation energy 29,900 Btu/Ib.mol
R Universal gas constant 1.99 Btu/lb.mol° R
U Heat transfer coefficient 150 Btu/h ft>° R
A Heat transfer area 150 ft
T, Inlet coolant temp. 530° R
A Heat of reaction —30,000 Btu/Ib.mol
Cp Heat capacity (process side) 0.75 Btu/lbm° R
Cp; Heat capacity (coolant side) 1.0 Btu/lbm° R
p Density of process mixture 50 Ibm/ft?
0; Density of coolant 62.3 Ibm/ft>
K, T, PI Controller parameters for 1
volume
K, T, PI Controller parameters for 43
temperature
Ky, T, PI Controller parameters for 0.5
pressure

Algorithm 3. ALGORITHM MAXIMAL
Fena = AF1, Fa, ..., Fi}
Vi=1,i=12,...,k
fori=1:ndo

forj=1i+ 1:kdo
if F; = F; then
Vi=0
else if F; C F; then
Vi=0
else if I'; C F; then
Vl':O
end if
end for
end for
Fena = {Fil Vi =1}

Appendix C. CSTR Model Equations

The CSTR system is shown in Figure 5. The process
involves a highly exothermic catalytic reaction A, — B +
C,)- The temperature in the reactor is controlled by manipu-
lating the flow rate of the coolant flowing through the jacket.
The level in the reactor is controlled by manipulating the
outlet flow rate from the reactor. The pressure in the reactor
is controlled by changing the vent gas flow rate. PI control-
lers (K; + %) are used to control the temperature (i = ¢), vol-
ume (i = v), and pressure (i = p) of the reactor. Both the re-
actor and the jacket are modeled with perfectly mixed-tank
dynamics. The reactor holdup V, at any time is given by

v
~—F-F Cl
0 i (CD)
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Table C2. Fault Variable Limits

Physical Limits

Normal Range X, Abnormal Region X,

Nominal
Fault Value Units Lower Upper Lower Limit (LL) Higher Limit (HL) Lower Limit Upper Limit
Cai* 0.5 Ib.mol/ft® 0.5 0.65 0.5 0.55 0.55 0.65
Cai™ 0.5 Ib.mol/ft® 0 0.5 0.45 0.5 0 0.45
Ti* 530 °R 530 560 530 535 535 560
Ti™ 530 °R 500 530 525 530 500 525
Fi* 40 ft*/hr 40 100 40 45 45 100
Fi~ 40 ft/hr 0 40 35 40 0 35
Tei™ 530 ‘R 530 545 530 535 535 545
Tei™ 530 ‘R 500 530 525 530 500 525
Cd™ 1 0.35 1 0.95 1 0.35 0.95
U 1 0.45 1 0.95 1 0.45 0.95
where F; and F are the inlet and outlet liquid flow rates, dT. UA(T - T,)

respectively. The reactant concentration C, is given by

dC, F;
—— =—(Cyi —Cq) —r C2
0 V( 4i —Ca) =14 (C2)
where Cy; is the inlet reactant concentration, and r4 is the

specific reaction rate which is first-order in C4, and depends
on the catalyst activity c,:

ra = caCakoe E/FT (C3)

Assuming constant heat capacity C,, density p, and heat of
reaction AH, an overall heat balance on the reactor gives the
reactor temperature 7" as

dl F; —AH) UA(T -T,
7_*1(T57T)+rA( )7 ( c)
eV pCp VG,

(C4)

where T; is the inlet temperature of the reactant, V is the lig-
uid hold-up, and U and A are the overall heat-transfer coeffi-
cient and heat exchanger area, respectively. Given constant
coolant heat capacity C,; and density p,,;, the coolant temper-
ature T, is given by a similar heat balance on the jacket:

F.
= Tci_Tc G5
vj( )+ (C5)

dt Vjpjcpj

where V; is the jacket volume. The pressure in the reactor P
depends on the number of moles of vapor n. This in turn
depends on the rate of reaction, and vent (molar) flow rate
Fq. The vapour space V,, is assumed to be constant and the
vapor is assumed to behave ideally,

dn
=1V = Fy (C6)
PV, = nRT (C7)

Assuming no accumulation in the pumps, valves and
jacket, the following relations are obtained

Fi=F,=F (C8)
Fy=F.=F; (C9)

Relevant nominal values and operating data for the CSTR
case study that are used in determining network value pre-
sented in Table C1.'?
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